
ASP.NET Debug Feature Enabled 
Vulnerability (CVE-2021-35235) 

Summary 

The ASP.NET debug feature is enabled by default in Kiwi 
Syslog Server 9.7.2 previous versions. ASP.NET allows 
remote debugging of web applications, if configured to do 
so. Debug mode causes ASP.NET to compile applications 
with extra information. The information enables a 
debugger to closely monitor and control the execution of 
an application. 

If an attacker could successfully start a remote debugging 
session, this is likely to disclose sensitive information 
about the web application and supporting infrastructure 
that may be valuable in targeting SWI with malicious 
intent. 

Affected Products 

• Kiwi Syslog Server 9.7.2 and earlier 

Fixed Software Release 

• Kiwi Syslog Server 9.8 

Advisory Details 

Severity 

5.3 Medium 
 
Advisory ID 

CVE-2021-35235 
 
First Published 

10/19/2021 
 
Version 

Kiwi Syslog Server 9.8 
 
CVSS Score 

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/ 
S:U/C:L/I:N/A:N 

 

https://documentation.solarwinds.com/en/success_center/kss/content/release_notes/kss_9-8_release_notes.htm
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-35235
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

