
 SolarWinds Kiwi CatTools 

Sensitive Information Disclosure 

Vulnerability (CVE-2024-45713) 
 

Security Advisory Summary 

SolarWinds Kiwi CatTools is susceptible to a sensitive 

data disclosure vulnerability when a non-default setting 

has been enabled for troubleshooting purposes. 

Affected Products 

• Kiwi CatTools 3.12 and previous versions 

Fixed Software Release 
• Kiwi CatTools 3.12.4 

Advisory Details 

Severity 

5.1 Medium 

Advisory ID 

CVE-2024-45713 

First Published 

10/16/2024 

Fixed Version 

Kiwi CatTools 3.12.4 

CVSS Score 

CVSS:3.1/AV:L/AC:H/PR:H/UI:R/S:U/C:H

/I:L/A:L 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-45713
https://nvd.nist.gov/
https://nvd.nist.gov/

