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This document describes how SonicOS-based virtual firewalls can be integrated with Microsoft Hyper-V, a native
hypervisor supporting the creation of Virtual Machines on x86-64 systems.
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e Configuring Hyper-V
e Configuring SonicWall NSv Firewalls
e Testing Your Integration
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About Hyper-V

As a native, or bare-metal, hypervisor, Hyper-V runs directly on the host hardware and manages guest operating
systems, in this case, SonicOS 6.5. It allows the creation of a private cloud environment with more efficient use
of hardware along with improvements in security, disaster recovery, and backup.

SonicOS 6.5 allows the implementation of NSv firewalls on second generation Hyper-V versions 5.0 and higher,
which became available with Windows Server 2012 RT.

Requirements

Before installing any SonicOS-based NSv firewall on Hyper-V:
e Enable Hyper-V 5.0 or higher available on Windows Server (2012 RT, 2016 and 2019).

e Ensure VM resources meet firewall requirements. Refer to SonicWall NSv Series on Hyper-V Gettting
Started Guide available at: https://www.sonicwall.com/support/technical-documentation/

e Check release notes acompanying the NSv image (vhd) from MySonicWall for additional requirements.

Configuring Hyper-V
Before installing SonicOS:

e Enable Hyper-V on Windows Server

e Configure Virtual Switches in Hyper-V

SonicWall SonicOS and Microsoft Hyper-V 1
Integration Guide


https://www.sonicwall.com/support/technical-documentation/

Enable Hyper-V on Windows Server

Before enabling Hyper-V on Windows Server, make sure the Windows software is up-to-date.

For more details on enabling Hyper-V in a Windows Server environment, refer to the instructions at:
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/get-started/install-the-hyper-v-role-
on-windows-server

To enable Hyper-V on Windows Server:

1 Start Windows PowerShell as Administrator and run the following command:

Code Block | language = powershell | title = Verify if Hyper-v is installed | linenumbers = true | f

Get-WindowsFeature *Hyper-v*

If Hyper-V is not installed the system shows the installable Hyper-V components:

EX¥ Administrator: Windows PowerShell - m} {

S C:\Users\Administrator> Get-WindowsFeature *

Install State

Hyper-V Available
[] Hyper-V Management Tools RSAT-Hyper-V-Tools Available

Hyper-V GUI Management Tools Hyper-V-Tools Available
Hyper-V Module for Windows PowerShell Hyper-V-PowerShell Available

S C:\Users\Administrator>

If Hyper-V is installed the system shows which Hyper-V components are enabled:

&y Administrator: Windows PowerShell ==
(Windows PowerShe
ICopyright (C) 2013 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> Get-WindowsFeature *Hyper-v*
Display Name Install State

[X] Hyper-v Hyper-V Installed

per-V Management Tools RSAT-Hy / s Installed
(] Hyper-V GUI Management Tools Hyper Installed
[X] Hyper-V Module for Windows PowerShell Hyper-V-PowerShell Installed

PS C:\Users\Administrator> _

2 Install any tools you need and restart the system:

Code Block | language = powershell | title = Install Hyper-V | linenumbers = true | firstline = 1

Install-WindowsFeature -Name HyperV -IncludeManagementTools -restart
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Configure Virtual Switches in Hyper-V

Microsoft Hyper-V allows you to create three types of virtual switches (vSwitches):

e External vSwitch — binds to a physical network adapter and provides the vSwitch access to a physical
network.

e Internal vSwitch — passes traffic between the virtual machines and the Hyper-V host. This type of vSwitch
does not provide connectivity to a physical network.

e Private vSwitch — passes traffic between the virtual machines on the Hyper-V host only.

For an NSv Series Hyper-V deployment, an External vSwitch is required to provide connectivity for NSv
management access and for routing traffic to and from the network devices that the firewall is securing (e.g.
LAN or DMZ side devices).

An Internal vSwitch or Private vSwitch is required when the virtual machines that the firewall is securing (e.g.
LAN or DMZ side VM) are created in the same Hyper-V server. The difference between an Internal vSwitch and a
Private vSwitch is whether to allow traffic between the NSv and the Hyper-V host (via Internal vSwitch or,
between the NSv and other virtual systems running under Hyper-V (via Private VSwitch).

To create an External vSwitch:

1 Open the Hyper-V Manager tool.

53 Hyper-V Manager - [m} X
File Action View Help
«= = @

er-V Manager Actions
E Hyp g Hyper-V Manager provides the tools and information you |

% MININT-HOPCRGF can use to manage a virtuglization server. | “_i H‘ﬁ -

E Connect to Server...

Introduction

—
»Y
-

View 4

A virualization server is a physical computer that provides the n Help
resources required to run vitual machines. You can use
Hyper-V Manager to create, configure, and manage the virtual
machines on a vitualization server.

‘You can use vitual machines to run different workloads. Each
vitual machine runs in an isolated execution environment,
which gives you the flexibility to run different operating systems
and applications on one physical computer.

2 To bring up the detailed Actions panel, click on the Hyper-V designation in the upper left and then
double-click on the name that appears under it.

ii Hyper-V Manager
File Action View Help

= 2  HE

% Hyper-¥ Manager
Ef MININT-HOPCRGF b M
Mame
B nNSv-Test
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3 Select Virtual Switch Manager.

53 Hyper-V Manager - [m} x
File Action View Help

o= 7D HE

% Hyper-¥ Manager = = Actions
irtual hines
B MININT-HOPCRGF TTodTieEr -~
Name State CPU Usage =
ick Create...
I MSv-Test Running = = Quick Create
New 4
@, Impaort Virtual Machine...
Hyper-V Settings...
Efg Virtual Switch Manager... |
< wn Virtual SAN Manager...
Checkpoints 4 EditDisk...
= Automatic Checkpoint - NSv-Test - (12/17/2018 - 1:57:48 PM) | o Inspect Disk...
- B Now (m)_Ston Serjice

4 Select External for the type of virtual switch and then click the Create Virtual Switch button.

% Virtual Switches % Create virtual switch

E vswit J What type of virtual switch do you want to create?
Qlo
e WSWitch-1 al

ol WSwitch-T
Pr
# Global Network Settings

0 MAC Address Range Create Virtual Switch

00-15-50-02-3F-00 to 00-15-5D-0...

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access & physical network.

5 Under Virtual Switch Properties, type a descriptive name for the switch into the Name field.

6 For Connection Type, select External network and select the physical network adapter that connects to
the external vSwitch from the drop-down list.
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7 If you want to use this same physical adapter to manage the Hyper-V host at the same time, select the
Allow management operating system to share this network adapter check box.

& Virtual Switches ot Virtual Switch Properties
2% New virtual network switch
e VSWitch- MName:
Qlogic & her... |v5wibd1-ExternaI|
ol VSWitCh-
Inte e
ol VSWItCH
Frive
ol VSWiILCh-Exterie.
QLogic BCM57810 10 Gigabit E...
# Global Network Settings Connection type
@ MAC Address Range What do you want to connect this virtual switch to?
00-15-50-02-3F-00 to 00-15-50-0... ® External network:
| Qlogic BCM57810 10 Gigabit Ethernet (NDIS VED Client) ~
Allow management operating system to share this network adapter

[] Enable single-root If0 virtualization (SR-I0V)

() Internal network
() Private netwark

WLAN ID
[] Enable virtual LAN identification for management operating system

The VLAN identifier specifies the virtual LAN that the management operating

@ NOTE: If you choose the Allow management operating system to share this network adapter
option, then specify the VLAN ID that is used for this management traffic. If the VLAN ID is not
configured, the management traffic will be untagged.

Always make sure to isolate the Hyper-V management traffic from the NSv traffic by using a
different VLAN ID.

8 Repeat Step 4 through Step 7 to create more External vSwitches. These can be used to route NSv traffic
when there are additional physical connections between the Windows Server and the external switch.

If your NSv protects virtual machines (LAN or DMZ side VM) located in the same Hyper-V server, perform the
next procedure to create an Internal vSwitch or Private vSwitch.
To create an Internal or Private vSwitch:

1 Onthe Action tab of the Hyper-V Manager tool, select Virtual Switch Manager.

2 Select Internal or Private for the type of virtual switch and then click the Create Virtual Switch button.

3 Under Virtual Switch Properties, type a descriptive name for the switch into the Name field.
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4 For Connection Type, select Internal network or Private network.

% Virtual Switches

B New virtual network switch
ol VSWit
Qlogie veasio
ol VSWitch-

ot VS

oha wSwitch-Private
Private virtual switch

% Global Network Settings

@ MAC Address Range
00-15-50-02-3F-00 to 00-15-50-0...

ol Virtual Switch Properties

Mame:

wSwitch-Private

Connection type
What do you want to connect this virtual switch to?

() External network:
Qlogic BCMS57810 10 Gigabit Ethernet (NDIS VBD Client)
| Allow management operating system to share this network adapter
Enable single-root IjO virtualization (SR-I0W)
() Internal netwaork
(®) Private network

VLAN ID

Enable virtual LAM identification for management operating system

The YLAN identifier specifies the virtual LAN that the management operating

Configuring SonicWall NS Firewalls

To install NSv on Hyper-V:

1 Download the NSv firewall vhd file to a local folder in the Windows Server system.

2 In the Hyper-V Manager window, click Action and select Hyper-V Settings.

H& Hyper-V Manager

File View Help

@ = Mew

@ Import Virtual Machine...

E | Hyper-v Settings..
Virtual Switch Manager...
Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service
Remowve Server
Refresh

Help
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3 Clear the Allow virtual machines to span physical NUMA nodes option.

[] Hyper-V Settings for WIN-GOGGKSICQTIK - x
& Server [ MUMA Spanning
= Virtual Hard Disks
C:\Users\Public\DocumentsHyper-.... You can configure Hyper-V to allow virtual machines to span non-uniform memaory

architecture (MUMA) nodes. When the physical computer has NUMA nodes, this setting
provides virtual machines with additional computing resources.

| ] Allow virtual machines to span physical NUMA nodes

= | Virtual Machines
C:\ProgramDataWMicrosoftiWindo. ..
5§ Physical GPUs

- ==t
Spanning NUMA nodes can help you run more virtual machines at the same time. It
B nuMA Spanning o EE?) m:gpmvide a virtual rnadﬂl:i'nye with more memory than what is available on a
Mo NUMA Spanning single NUMA node, However, use of this setting may decrease overall
i Live Migrations performance.
Mo Live Migrations
,ﬂ Storage Migrations
2 Simultaneous Migrations
li! Enhanced Session Mode Policy
Mo Enhanced Session Mode
Bﬁ’ Replication Configuration
Mot enabled as a Replica server
£ User
o Keyboard
Use on the virtual machine
'C_b Mouse Release Key
CTRL+ALT-H.EFT ARROW

NOTE: After clearing the Allow virtual machines to span physical NUMA nodes option, the Hyper-
V Virtual Machine Management service must be restarted to apply the change. To restart the
service, select Action > Stop Service, then select Action > Start Service in the Hyper-V Manager.

4 Create a virtual machine by click Action > New > Virtual Machine.

&3 Hyper-V Manager
File [Action_JView Help

i = E » Virtual Machine...

ﬁ H Import Virtual Machine... Hard Disk... ]
H Hyper-V Settings... Frmy et -
Virtual Switch Manager... State
Virtual SAN Manager... i o
Running
Edit Disk... Running
Incnact Micl: C Bunnina

5 Type a descriptive name for the NSv VM into the Name field.
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6 To use alocation other than the default location to store VM files, select the Store the virtual machine in
a different location check box and enter a different location into the Location field.

e Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

Spedify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memory MName: |NSV—Tes‘d

Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.

[] store the virtual machine in a different location

Installation Options
summary Location: |C:\ProgramDataMicrosoft\Windows\Hyper-vY Browse...

7 In the Specify Generation screen, select Generation 1. This is the default option and the only version
supported.

8 In the Assign Memory screen, assign the memory based on the NSv system requirements of your NSv
Series Hyper-V model. In general, 4096 MB is the minimum required.

2 Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specfy an amount from 32
ME through 12582912 MB. To improve performance, specfy more than the minimum amount
recommended i ul

Specify Generation Storfipymemor
Assign Memory

Configure Networking

Specify Name and Location

MB

[] use Dynamic Memory for this virtual machine.

When you decide how much memory to assign to a virtual machine, consider how you intend to

SITERLoaT I use the virtual machine and the operating system that it will run.

Installation Options

Summary

NOTE: Do not select the Use Dynamic Memory for this virtual machine option; the NSv Series
Hyper-V does not support this function.

9 In the Configure Networking screen, since this is the first network interface to be mapped to X0 in the
NSv, do one of the following:

e Select your Private vSwitch if your LAN (X0) side network devices are virtual machines located in
the same Hyper-V host.

e Select your External vSwitch if your LAN (X0) side network devices are located external to the
Hyper-V host.
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10 In the Connect Virtual Hard Disk screen, select the Use an existing virtual hard disk option and set the
Location field to the folder where you downloaded the NSv vhd file in Step 1.

e Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the

Specify Name and Location storage now or configure it later by modifying the virtual machine’s properties.

() Create a virtual hard disk
Use this option to create a VHDX dynamically expanding virtual hard disk.

Specify Generation

Assign Memory

Configure Networking Name: MSv-Test. vhdx

Connect Virtual Hard C:\Users\Public\DocumentsHyper-Viirtual Hard Disks), Browse...
Summary Size: 127 GB (Maximum: 64 TB)

(®) Use an existing virtual hard disk
UUse this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: |,.'“::‘I.Te5tWSv h’l—lD‘lSonicWaII_Network_Semrity_Applianoe_For_Mi(|| Browse...

() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

11 Review the summary and click Finish.

12 Check the created NSv VM in the Hyper-V Manager tool. The VM is Off by default.

5& Hyper-V Manager
File Action View Help
= 2@ H
ﬁ Hyper-V Manager
Bl WIN-GOGGKSIQTIK ST
MName State CPU Usage Assigned Memory Uptime Status G
B off
5] Runring 0% 4096 ME 18:59:42
|_ E Nic Bunnin 2% 10240 MB 00:20:55
-'E SOTIC =] RUnning D 10240 MB 07:14:52
15 Rurining 2% 10240 MB 06:09:56
| E Running 2% 10240 MB 02:48:40

13 Right-click the NSv VM and select Settings to open the Edit Settings page.

14 Configure the Number of virtual processors field based on the NSv system requirements of your NSv
Series Hyper-V model. This is the CPU core number. In general, 2 cores are the minimum required.

NSv-Test v 4> |0
# Hardware " m Processor
r Add Hardware
[ gIos You can modify the number of virtual processors based on the number of processors on
) the physical computer, You can also madify other resource control settings.
Boot from CD
@ seaurity Numnber of virtual processors: ZEI
Key Storage Drive disabled
WE Memory Resource contral
4096 MB ¥ou can use resource controls to balance resources among virtual machines.
oCessor ]
Virtual machine reserve (percentage): Ijl
rtual processors (percentage)
IDE Controller 0 Percent of total system resources: a

= Hard Drive

SonicWall_Metwork_Securit. .. Virtual machine limit (percentage):

=l IDE Controller 1
(. DVD Drive

M
one Relative weight:

&l scsI contraller

[ nimtanrle & d=m

Percent of total system resources: 6
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15 Configure the network adapter. The first network adapter is mapped to X0 in the NSv. Configure the
vSwitch and VLAN ID which match the network settings in your LAN (X0) side network devices, as

configured in Step 9.

[0 Processor
1 Virtual processor
=] IDE Controller 0
= Hard Drive

=l IDE Controller 1
(. DVD Drive
Mone
&l scsi controller
[H] Hetwork Adapter
wSwitch-Private
W COM1
Mone
i com2
Mone
[ Diskette Drive
Mane
# Management

SonicWall_Metwork_Securit. ..

[+ niame

 NSy-Test v 4> |®
. Security " |H] Metwork Adapter
Key Storage Drive disabled S . - ovork adante m N
W Memory pedfy the configuration of the network adapter or remove the network adapter,
4096 MB Virtual switch:

| vSwitch-Private ~

VLAM ID
Enable virtual LAN identification

The VLAN identifier spedfies the virtual LAN that this virtual machine will use for all
network communicationd through this netwerk adapter.

Bandwidth Management
[] Enable bandwidth management

16 Configure the advanced settings of the network adapter. In the Hardware Acceleration screen (see

below), select the Enable virtual machine queue option (enabled by default). This option can improve

the NSv firewall performance.

[ Processor
16 Virtual processors
=] IDE Controller 0
= Hard Drive
SonicWall_Metwork_Securit. ..
=l IDE Controller 1
(. DVD Drive
Mone
&4l scs1 controller

S [H] Metwork Adapter
vSwitch-Private

Hardware Acceleration

NSv-Test v 4 » |0
# Hardware g Hardware Acceleration
r Add Hardware
[ EIOS Spedfy networking tasks that can be offloaded to a physical netweork adapter.
. Boot from CD Virtual machine queue
Security . . )
virtual machi | network adapter that s
Key Storage Drive disabled ﬁ|1ri5 i;aeargiralne gueue (VMQ) requires a physical network adapter that suppar
W Memory - )
10240 MB I Enable virtual machine gueue I

IPsec task offloading

Support from a physical network adapter and the guest operating system is
reguired to offload IPsec tasks.

When suffident hardware resources are not available, the security assodations
are not offloaded and are handled in software by the guest operating system.

Enable IPsec task offloading

Select the maximum number of offloaded security associations from a range of 1 to
4096,
Offloaded 5A

Maximum number:

4 LI ek alizah
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17 To add more network adapters for the NSv, click Add Hardware (see below) and select Network Adapter,
then click Add.

@ Settings for NSv-Test on WIN-GOGGKSICTIK - x
NSv-Test v <> O
# _Hardware (! r Add Hardware
¥ Add Hardware
BI0E You can use this setting to add devices to your virtual machine.
Boot from CD Select the devices you want to add and dick the Add button.
. Security leral monkeallar
Key Storage Drive disabled Network Adapter
W@ Memory RemateFs 30 Yideo Adapter
4096 ME Leqgacy Metwoark Adapter
1 Processor Fibre Channel Adapter

1 Virtual processar
= IDE Controller 0
= Hard Drive
SonicWall_Network_Securit. .. Virtual machines are created with one network adapter, You can add additional network

= IDE Contraller 1 adapters as needed.
(. DVD Drive

EL

18 Map your second network adapter to X1 (default WAN), which should use an External vSwitch. For the
VLAN ID, select Enable virtual LAN identification and enter the VLAN ID of the VLAN that connects to the

internet via the external switch.

Nsv-Test v 4 »|D
# Hardware (A [H] Network Adapter
B* Add Hardware
3 gios Specify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:
. Security |vSwitch-ErI:ernaI o
Key Storage Drive disabled
VLAN ID
W Memory
4095 MB Enable virtual LAN identification
P
ﬁ {?,‘i:ref;r rocessor The YLAM identifier specifies the virtual LAN that this virtual machine will us¢ for all
- ’ p netwaork communications through this network adapter.
= [ IDE Controller 0
- Hard Drive

SonicWall_Network_Securit. ..

= IDE Contraller 1
() DVD Drive [[] Enable bandwidth management

Bandwidth Management

Mone
& scs1 controller
@ Metwork Adapter
vSwitch-Private Minimum bandw
@ Metwork Adapter
vswitch-External

COM 1
Mone

=
=]

=
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19 Add more network adapters with a mapping sequence from X2-X7 for a maximum of 8 (X0-X7).

NOTE: It is not required to have all eight adapters. SonicOS runs with a minimum of two network
adapters configured.

NSy Test v 4> |0
Key Storage Drive disabled ~ @ Network Adapter
Wl Memory
4096 MB Specify the configuration of the network adapter or remove the network adapter.
ﬁ Processor Virtual switch:
4 Virtual processors |vSwitd’1—Pr1'vate -
= [ I0E Controller 0
- Hard Drive VLANID
Sonicwall_Network_Securit... Enable virtual LAN identification
=] IDE Controller 1
7 DVD Dri The VLAN identifier specifies the virtual LAN that this virtual machine will use for all
- u rive network communications through this network adapter.
None

Bandwidth Management

Metwork Adapter
vSwitch-Private

@ Metwork Adapter [] Enable bandwidth management
wSwitch-External
[ﬁ] Metwork Adapter Spedfy how this network adapter utilizes network bandwidth, Both Minimum
vSwitch-Private Bandwidth and Maximum Bandwidth are measured in Megabits per second.
[g] Metwork Adapter Minimum bandwidth: 0| Mbps
wSwitch-Private
[ network Adapter Maximum bandwidth: 0| Mbps
wSwitch-Private . . ) -
o To leave the minimum or maximum unrestricted, specify 0 as the value.
@ Metwork Adapter
wSwitch-Private T the network adapter from this virtual machine. dick R
@ Network Adapter o remove the network adapter from this virtual machine, dick Remave.
vSwitch-Private
[9] Metwork Adapter
aibeh Do @ Use a leqacy network adapter instead of this netwark adapter to perform a

20 Click OK when finished adding network adapters.

21 In the Hyper-V Manager tool, right-click your NSv and select Connect to open the NSv console window.

Virtual Machines
MName State CPU Usage Assigned Memory Uptime Status A
B ' Off
E - Running 0% 4096 MB 225830
4 Running 2% 10240 MB 04:19:43
@ coniee- t Settings.. 10240 MB 100843
B t 10240 MB 06:47:28
I:.j = 942 Start

22 Click the Power On button to boot up SonicCore and SonicOS.
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B3 NSv-Test on WIN-GOGGKSIQTIK - Virtual Machine Connection
File Action Media Clipboard View Help

"D'@O no| g

SONICWALL

You are now ready to register your NSv and proceed with SonicOS management.

Testing Your Integration

Once your NSv firewall is running, you can take the following steps to access the Management Console.

To access the Management Console:

1 Wait for the NSv to boot to the command line in the Hyper-V Virtual Machine Connection window and
then log in as admin with the password: password.

JonicWall (c) 2018 | Uptime 21 hours, 13 minutes = b a switch console

2 Press Ctrl+s and then press the spacebar to toggle between the SSH virtual console or Hyper-V Virtual
Machine Connection console and the NSv management console. That is, press the Ctrl key and ‘s’ key
together, then release and press the spacebar.
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3 Once the Management Console appears, note the X1 web interface address as shown below:

£ NSv-Epsilon on MININT-HOPCRGF - Virtual Machine Connection -
File Action Media Clipboard View Help

LO@@O|(n (i 5 |8H

Netuwork Interfaces
Diagnostics

NTP Seruver
Lockdown Hode
Systen Update
Reboot | Shutdoun

About
Logs

4 Enter this IP address into a browser to get to the NSv management interface. Then navigate to The Tools
| System Diagnostics page on the INVESTIGATE view:

SONICWALL" Network Security Virtual MONITOR MANAGE

Firewall Name: 000000000000

Logs Tech Support Report
Event Logs
Connection Logs Include:
Appfiow Logs [ Sensitive Keys ARP Cache [ DHCP Bindings [ IKE Info
SD-WAN Connaction Logs ¥ List of current users ¥ Inactive users ¥ Detail of users " IP Stack Info -/ DNS Proxy Cache
ook L IPvé NDP . 1Pv6 DHCP ' Geo-IP/Botnet Cache ' Extra Routing Info ' Capture ATP Cache
cols
) Vendor Name Resolution ¥ Debug info in report ' IP Report - ABR Entries
‘ DOWNLOAD REPORT ‘ SEND DIAGNOSTIC REPORTS TO SUPPORT

¥ Automatic secure crash analysis reporting ™
¥ Periodic secure diagnostic reporting for support purposes

' Include raw flow table data entries when sending diagnostic report

Diagnostic Tools
Diagnostic Tool: Check Network Settings v
Check Network Settings

General Network Connection

| Server IP Address Test Results Notes Timestamp  Progress Test

Using System Diagnostics in SonicOS

The Tools | System Diagnostics page on the INVESTIGATE view provides several diagnostic tools that help
troubleshoot various kinds of network problems and process monitors. This to helps resolve many of the
common issues you might face. Each tool is different from the others so the display changes with the tool.
However, some of the data management functions are common among the tools.
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Nearly all the tools have these buttons at the bottom of the window:

ACCEPT CANCEL REFRESH
Button Function

ACCEPT Saves any changes you made to the diagnostic support report or diagnostic tool.
CANCEL Cancels any changes you initially made to the diagnostic support report or

diagnostic tool.

REFRESH Refreshes the data being displayed in the Diagnostic Tools section.

Some tools have management functions to help you manage lists of data. These operate much like the options
on the other logs and reports.

e Search
e Filter

e Toggling between views (IPv4 vs. IPv6, for example)

e Refresh
e Export
e (Clear

Select the tool you want from the Diagnostic Tool drop-down menu in the Tools | System Diagnostics page. The
Check Network Settings tool is described below. See the SonicOS 6.5 NSv Series Investigate administration
documentation (look for NSv documentation at https://www.sonicwall.com/support/technical-
documentation/) for complete information about the available diagnostic tools.

Check Network Settings

Diagnostic Tools

Diagnostic Tool: Check Metwork Settings -

Check Network Settings

General Network Connection

Server IP Address  Test Results Notes Timestamp  Progress Test

Default Gateway (X1} 10.203.28.1
DNS Server 1 10.200.0.52
DNS Server 2 10.200.0.53

Security Management

Server IP Address Test Results MNotes Timestamp  Progress Test
My Sonicwal MfA
License Manager MfA

TEST ALL SELECTED

Check Network Settings is a diagnostic tool that automatically checks the network connectivity and service
availability of several pre-defined functional areas of the NSv Series Hyper-V. This diagnostic tool returns the
results, and attempts to describe the causes of any detected exceptions. This tool helps you locate the problem
area when users encounter a network problem.
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Specifically, Check Network Settings automatically tests the following functions:
e Default Gateway settings
e DNS settings
e MySonicWall server connectivity
e License Manager server connectivity
e Content Filter server connectivity
The return data consists of two parts:
e Test Results — Provides a summary of the test outcome
e Notes — Provides details to help determine the cause if any problems exist

The Check Network Settings tool is dependent on the Network Monitor feature available on the Tools |
Network Probes on the INVESTIGATE view. Whenever the Check Network Settings tool is being executed
(except during the Content Filtering test), a corresponding Network Monitor Policy appears on the Tools |
Network Probes page, with a special diagnostic tool policy name in the form:

diagTestPolicyAuto <IP address/Domain name> 0

NOTE: Log messages show the up/down status of some of these special network objects. These objects,
however, live for only three seconds and then are deleted automatically.

To use the Check Network Settings tool, first select it in the Diagnostic Tools drop-down list and then click the
Test button in the row for the item that you want to test. The results are displayed in the same row. A green
check mark signifies a successful test, and a red X indicates that there is a problem.

To test multiple items at the same time, select the Server checkbox at the top of the table to choose all items or
select the checkbox for each desired item and then click TEST ALL SELECTED.

If probes fail, you can click the blue arrow to the left of the IP Address field of the failed item to jump to the
configuration page to investigate the root cause.

References

At the SonicWall technical documentation portal (https://www.sonicwall.com/support/technical-
documentation/), enter NSv series as the product and enter your model number. A link to the Getting Started
Guide appears:

e SonicWall NSv Series on Hyper-V Getting Started Guide
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Legend

A |WARNING: A WARNING icon indicates a potential for property damage, personal injury, or death.

A CAUTION icon indicates potential damage to hardware or loss of data if instructions are
not followed.

@ | IMPORTANT NOTE, NOTE, TIP, MOBILE, or VIDEO: An information icon indicates supporting information.
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