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This document describes how Sonicwall® Capture Client is integrated with SecurityCoach.

Once you set up this integration, data provided by SonicWall will be available under the SecurityCoach
tab of your KMSAT console. This data can be viewed in SecurityCoach reports and used to create
detection rules for real-time coaching campaigns.

Topics:
e About Security Awareness and Security Coaching
e Creating a SonicWall Capture Client Admin Account

e Configuring the Integration Between SonicWall Capture Client and KnowBe4 Security Coach

About KnowBe4 SecurityCoach

SecurityCoach is the first real-time security coaching product created to help IT and Security
Operations teams further protect your organization’s largest attack surface — your employees.
SecurityCoach is natively integrated with KnowBe4’s new-school security awareness training platform.
SecurityCoach integrates with your existing SonicWall Capture Client to deliver real-time coaching in

response to risky end-user security behavior.

Creating a SonicWall Capture Client Admin
Account

Before you can set up the integration in your KMSAT console, you will need to create a SonicWall

Capture Client admin account. To create your admin account, follow the steps below:

® Iif your organization already has a SonicWall Capture Client admin account, you can skip the
steps in this section and follow the steps in the Set Up the Integration in Your KMSAT
Console section of this article.
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1.

2.

From your browser, navigate to your SonicWall Capture Client console and click Login with
MySonicWall.

@ captureclient-36.sonicwall.com
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Sign in to your account
Email

Navigate to Management > Administrators.
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Click the + sign on the right to open the Administrators window.

Administrators

£ / MAMAGEMENT / ADMINISTRATORS

¥ Q

4. Enter the desired email, name, and password for your new admin account. Then click Create.

Email  test@mail com

Configuring the Integration Between SonicWall
Capture Client and KnowBe4 Security Coach

Once you've created your SonicWall Capture Client admin account, you can set up the integration in

your KMSAT console. To set up the integration in your KMSAT console, follow the steps below:

1. Loginto your KMSAT console and navigate to SecurityCoach > Setup.

2. Inthe Available Integrations section, locate the SonicWall Capture Client card.
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3. At the bottom of the card, click Configure.

@

Capture Client

Configure

4. Inthe User Name field, enter the email address from the admin account you created in
the Create a SonicWall Capture Client Admin Account section of this article.

5. In the Password field, enter the password from the admin account you created in the
Create a SonicWall Capture Client Admin Account section of this article.

6. Inthe URL field, enter your SonicWall Capture Client console URL. Your SonicWall Capture
Client console URL will be similar to “https://captureclient-01.sonicwall.com”.

7. Click Authorize.

Sonicwall Capture Client € Back to Integrations

For more information about configuring this vendor integration, click Configuration Help. Configuration Help

User Name Password

URL

Reset Authorize
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For more information, visit https://www.sonicwall.com/legal.
Legend
| WARNING: A WARNING icon indicates a potential for property damage, personal injury, or death.

A CAUTION icon indicates potential damage to hardware or loss of data if instructions are
not followed.

@ | IMPORTANOTE, NOTE, TIP, MOBILE, or VIDEO: An information icon indicates supporting information.
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