SONICWALL

SonicWall Capture Client and ConnectWise
Automate
Integration Guide

This document describes how SonicWall Capture Client integrates with ConnectWise Automate tool. This
integration helps detect devices which don’t have Capture Client installed, install Capture Client on the endpoint
via ConnectWise Automate tool and displays that Capture Client is installed on the device details in the monitor
and in device list page.
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About ConnectWise Automate

ConnectWise Automate (Formerly LabTech) is a cloud-based and on-premise IT automation solution that helps
companies track and manage IT assets from a single location. This document describes the steps that need to be
performed to be able to configure the integration successfully. ConnectWise Automate helps Managed Service
Providers (MSPs/MSSPs) to secure, monitor, and manage endpoints remotely to reduce costs and improve
service delivery.

Requirements

Before starting the integration, make sure that the ConnectWise Automate agent is installed on the endpoints and
is being reported in the ConnectWise Automate console. Also, download the Capture Client Agent MSI package
from the CC Console.
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https://www.connectwise.com/platform/unified-management/automate/rmm

Downloading the Package

Download all files from the folder CW Automate Packaging under our SonicWall Github repository:
https://github.com/sonicwall/sonicwall-captureclient-rmm/tree/master/ConnectWise_Automate/CW_Automate _

packaging.

Importing Scripts and SQL

Topics:

e Scripts
e SQL

Scripts
1. Open ConnectWise Automate, navigate to Tools > Import > LT XML Expansion, and import the below
files from extracted folder:
e SonicWall Capture Client Endpoint Protection Install.xml
e Computers-with-CC.xml
e Computers-without-CC.xml

2. Anew folder Antivirus > SonicWall Capture Client is created under Scripts which lists the client install
script.

3. A couple of new search items will be added under search Automation > Searches > Antivirus Software
namely Antivirus — Non SonicWall Capture Client Endpoints and Antivirus — SonicWall Capture
Client.

SQL

1. Navigate to Tools > Import > SQL File, and import the below SQL files from the extracted folder.
 edf-tenantid.sql
 edf-version.sql

e VirusScan-defination.sql
When you import the script, the following updates are made in ConnectWise Automate.
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https://github.com/sonicwall/sonicwall-captureclient-rmm/tree/master/ConnectWise_Automate/CW_Automate_packaging
https://github.com/sonicwall/sonicwall-captureclient-rmm/tree/master/ConnectWise_Automate/CW_Automate_packaging

2. Navigate to System > Configuration > Dashboard > Config to see the below 2 registered custom
fields.

¥ system Dashboard

Tickets Management Export Config

System Control Center Ticketing VNC / Ticket Priority  Additional Field Defaults  Authentication Integration Configurations.

Time Category Addtional Fields  Custom Commands Smart Attributes Process List Disk Cleanup ~ Startup Scan  Virus Scan  Redrected Apps  App BlackList  App Whit ¢ | *
[P — Sro—

[ Notedtable [JEncypt [Jtidden []Maskedtext Sort [ | EdtPermisson

J
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Not Editabh A
3 Cluster3-Dayof Week 2 Text Tuesday Wedne... False
3 Cluster3- Weekof Month 3 Text .. IComma separated Week of the Month Lie 1,2,3,4,5.10 Faise
3 Cluster3-Dayof Month 34 Text ... IComma separated days of the month lke 15,28.10 Faise
3 Cluster3-LastDay of the Month 35 Cheddbox o W0 Fase
3 Cluster3-Schedue Actve 3 Cheddox m . True
3 Ewolment Token 0 Text Enter for comesponding ... _False
3 SWcCtenantid T Text 5 oo Fase
3 SWcCversion 1 Text .._Enter the tenantid for the version of Capture Clent Faise
3 AVExpratonDate 5 Text IF At Vrus s purchased drect from LabTedh, enter your expratio...  False
3 AViicenseKey 7 Text IF Ant Virus i purchased direct from LabTech, enter your kcense k..~ False
3 AvPassword 5 Tet IF Ant Virus is purchased direct flom LabTedh, enter your lav pass...  False
3 AVServerFQDN 9 Text IF Ant Virus is purchased direct from LabTedh, enter your AV conso. . False
3 AV Username 0 Text L ¥ o False
3 AVverson 12 Dropdown o AnSnEnTnT.S Fase v
< >

3. Right-click on client > open > Info to see a new tab SonicWall Capture Client and 2 custom fields.

89 727 Acme Rocket Rental - (ClientID: 308) - - o X
a7 General U Info () Tmesips g Contacts [ Tickets Status Managed Services (B Computers < Network Devices
Additional Information
] Save Additional Information | X Delete All Values  Delete Values on Tab g2 Refresh
AUTO Badwp LTBadup SEPCloud SonicWal Capture Client  virus Config Settings vPro
- el
SWCCVersion [208 Jx]
Save | cancel |
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4. You should be able to see the new virus definition for Capture Client registered under System >
Configuration > Dashboard > Config.

@ system Dashboard
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System Control Center  Tidating  VNC / ¥ Integraton  Configuratons

Time Category  Addonal Fields Custom Commands Smart Atirbutes Process st Dok Clearnp Starbp Scan Vs 50an Redvected Apps  App Blacitst  app it [
Hame: [Sorvciall Capture Chent - Windows | Scan Template |

- o %

4 Process [Sorscwal Capture Chenr|

aoture Ghant

Date Mask !(-‘) ]

Update Command 05 Type |Windows. v
Version Check Version agk | |
Infechon Creck Infecton Match | ]
Refreshat Gear save Export Selected
Name Deflocaton DefFiename ProgLocaton n
o (%] S HAMSOFTWARE Woms 432
{ =5 (5] (% HUMEOFTWARE Panda Sof
Padate I 5] (S HUMISOFTWARE o643
Pandate 6or %] (S HMSOFTWARE Panda Sof
v 5] SeProgranPies{x86)% Panch Se.
SEP SOE doud 22,94 Engre 3., {%-HLMISOFTWARE Yoron\(ICSSC096-GF ID-F J3-ARAZSSEFS... (%) [ HAMSOFTWARE Symantes
SEP SOE dowd 22.9+4 Engne 1... - (M {SHLMISOFTWARE (S ymantec
SEP S8 o " ) (S HAMISOTWARE S st
SEP SBE doud 22.9+ Engne 1... {%-HXLMSOFTWARE orton \(0CSSC0%6-0F ID-F 28-AMAZESEFS... (M) (S HUMISOFTWARE (Symantec
SEP S9E doud 22.9+ Engme 3... e (%) (N HUMSOFTWARE \Symantes
SEP 88 doud 22 . (e HLMISOFTWARE ymantec
SEP 5B cloud 22,9+ Engine S, [ HRLMISOFTWARE Symantes
SEP B doud 22,94 Engine 3... {%-HUMISOFTWARE \Symantes
56 S8 doud 22,9+ Engine 3.
()

(@ | NOTE: Please make sure you use the right Tenantld or the client will be installed under different (wrong)
Tenant.

@ | TIP:

¢ To know more about Capture Client Installation via Command Line Interface or PowerShell, refer to to
KB article, Capture Client Installation via Command Line Interface or PowerShell.

 Ifyou are facing any issue with Capture Client reporting to ConnectWise Automate platform, refer to KB
article, Capture Client on Window Servers not detected by ConnectWise Automate.

Run Commands

You must issue the following commands from Commands > Inventory to all the ConnectWise Automate clients:
e Update Config
e Resend System info

¢ Resend Software Info L

Community Support

Please post your queries to SonicWall community for any help. To participate in the SonicWall Community, visit
https://community.sonicwall.com/technology-and-support and login using your MySonicWall credentials.
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https://www.sonicwall.com/support/knowledge-base/capture-client-installation-via-command-line-interface-or-powershell/200811165437983/
https://www.sonicwall.com/support/knowledge-base/capture-client-on-window-servers-not-detected-by-connectwise-automate/230926064616520/
https://community.sonicwall.com/technology-and-support

SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid maintenance
contract.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. To access the Support Portal, go to https://www.sonicwall.com/support.

The Support Portal enables you to:

¢ View knowledge base articles and technical documentation

¢ View and participate in the Community forum discussions at
https://community.sonicwall.com/technology-and-support.

* View video tutorials

» Access https://mysonicwall.com

* Learn about SonicWall Professional Services

e Review SonicWall Support services and warranty information
» Register for training and certification

¢ Request technical support or customer service

To contact SonicWall Support, visit https://www.sonicwall.com/support/contact-support.
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https://www.sonicwall.com/support
https://community.sonicwall.com/technology-and-support
https://www.mysonicwall.com/
https://www.sonicwall.com/support/contact-support

About This Document

® | NOTE: A NOTE icon indicates supporting information.

® | IMPORTANT: An IMPORTANT icon indicates supporting information.
@® | TIP: ATIP icon indicates helpful information.

JAN

CAUTION: A CAUTION icon indicates potential damage to hardware or loss of data if instructions
are not followed.

/\ | WARNING: A WARNING icon indicates a potential for property damage, personal injury, or death.
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Copyright © 2023 SonicWall Inc. All rights reserved.

The information in this document is provided in connection with SonicWall and/or its affiliates’ products. No license, express or implied,

by estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of products.
EXCEPT AS SET FORTH IN THE TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS
PRODUCT, SONICWALL AND/OR ITS AFFILIATES ASSUME NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS,
IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT
SHALL SONICWALL AND/OR ITS AFFILIATES BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE,
SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS
INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF
SONICWALL AND/OR ITS AFFILIATES HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. SonicWall and/or its
affiliates make no representations or warranties with respect to the accuracy or completeness of the contents of this document and
reserves the right to make changes to specifications and product descriptions at any time without notice. and/or its affiliates do not
make any commitment to update the information contained in this document.

For more information, visit https://www.sonicwall.com/legal.
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