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This document describes how SonicWall Secure Mobile Access (SMA) 1000 is integrated with the Remote
Authentication Dial-In User Service (RADIUS) networking protocol. Such integration allows RADIUS to run in the
application layer of cloud-based Microsoft Azure Multi-Factor Authentication Server (MFS), which provides two-
step verification.

Topics:
e About RADIUS
e Requirements
e |loginto SMA
e Configuring Your Server

e Testing the Client Connectivity Using SSL Client

About RADIUS

RADIUS is a networking protocol that provides centralized Authentication, Authorization, and Accounting (AAA
or Triple A) management for users who connect and use a network service. The application is often used to
access internal security networks. RADIUS is also a client/server protocol that runs in an application layer such
as Microsoft Azure MFS.

Requirements

e Windows 10, Windows 7 x86 SP1/x64
e Windows 2016/2019 Server
e |DAP servers

e RADIUS Protocol
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Log into SMA

1 Go to your SMA client web browser, for example from Windows 10 Enterprise, and connect to the SMA
1000 IP address.

2 Select RADIUS UNPW as the authentication enabled REALM.
3 Click Next.

Log in to:

RADIUS UNPW

4  Enter the Username and Password in the text fields provided.

Usemame:

Password:

5 Click Log in.
You are now an authenticated WorkPlace.

6 Navigate to Secure Mobile Access > System Configuration > Authentication Servers.
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7 Inthe AUTHENTICATION SERVERS section, click New.

SOMICWALL = Secure Mobile Access °Q

Authentication Servers

L]

AUTHENTICATION SERVERS

inc. A8 Faghts Raverved

The Add Authentication Server page displays.
8 Under USER STORE, choose RADIUS as the protocol to configure your authentication.
9 Under CREDENTIAL TYPE, select Username/Password and click Continue.

= Secure Mobile Access o Q

Add Authentication Server

USER STORE

Chiseria the Shrectiny ygs o buthanie ation mathod

Local user stovage

CREDENTIAL TYPE

10 On the Edit Authentication Server page, enter RADIUS as the name for your RADIUS server.
11 Enter the IP Address in the Primary RADIUS server text field provided.
12 Enter sonicwall in the Shared secret text field provided.

Check that the connection is working by clicking Test.

13 Click Save to keep your settings.
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+= Secure Mobile Access

Confiqure suthenticaton sattings for 3 RADILS server

Credential type: Lisermame P aswoe

GENERAL

Edit Authentication Server

" @

14 On the Authentication Servers page, under AUTHENTICATION SERVERS, check to make sure the
authentication server is referenced by a realm listed.

<= Secure Mobile Access

Authentication Servers

ALTHENTICATION SERVERS

15 Create a realm associated with your RADIUS Authentication Server by navigating to Monitoring.

Integration Guide: Secure Mobile Access 1000 and RADIUS

4



Authentication server

Configuring Your Server

Configure your Microsoft Windows 2016 or Microsoft Windows 2019 servers to authenticate using RADIUS.

1

2
3
4

5

Go to Server Manager | Dashboard > All Servers.
On the top right of the Server Manager console, go to Manage > Add Roles and Features.
On the left of the Add Roles and Features Wizard screen that displays, choose Server Selection.

Select the radio button for Select a server from the server pool, pick Interactive Services Detection
under the Display Name column, and click Next.

_ | ey
B Dashboard B s cevers 1o
B Local Server

B§ File and Storage Services b erver Hame el Adkdress Manageatity Wircicmn, Acsrestion

1 Computeris) found
Thit gagre shiows servers that ave rurvaing Wirsdeows Server 2012 or & sewes rebease of Wisdiows Server.
el hat e e ackied iy s The Ak Sarvers cormmared in Server Manager Offiee servers and
ety gkt servert o whech data cobeitetn o 8 weemplete

Then, in the Add Roles and Features Wizard screen, choose Server Roles and check the box next to
Network Policy and Access Services.
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& Add Roles and Features Wizard — O e

DESTINATIOM SERVER

Select server roles e

Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles Description
Server Selection || Active Directory Federation Services 2 MNetwark Policy and Access Services
[C] Active Directory Lightweight Directory Services provides Network Policy Server
[] Active Directory Rights Management Services (NPS), which helps safeguard the
BeatirEs [[] Device Health Attestation security of your network.
[C] DHCP Server
[C] DNS Server
[] Fax Server

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[1 Hyper-¥
[] MultiPoint Services
MWetwork Policy and Access 5
[] Print and Document Services
[] Remate Access
[] Remaote Desktop Services
[ Volume Activation Services
[] Web Server (1IS)
[ Windows Deployment Services
[ Windows Server Essentials Experience
[ Windows Server Update Services

< Previous | | Next > | | Install | | Cancel

6 Click Next.

7 Check the box for Include management tools and click Add Features.

[z Add Roles and Features Wizard *

Add features that are required for Network Policy and
Access Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] Metwark Policy and Access Services Tools

Include management tools (if applicable)

‘ Add Features ‘ ‘ Cancel ‘

8 Choose Features and select the boxes for Remote Server Administration Tools > Role Administration
Tools > Network Policy and Access Services Tools.

9 Click Next.
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& Add Roles and Features Wizard — O e

DESTINATIOM SERVER

Select features e

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection ] Remote Differential Compression o Eemote Server.Administration Too_ls
Server Roles 4 z e — includes snap-ins and command-line

b [ Feature Administration Tools ol foremotelymatagingigles
[Fesit 4 Role Administration Tools and features.
Network Policy and Acces... I [] AD DS and AD LDS Tools
- . I [] Hyper-V Management Tools
Coninnation [ R:r?lote Desktogp Services Tools
1 [] Windows Server Update Services Tools
I [] Active Directory Certificate Services Tools
[] Active Directory Rights Management Servic
[C] DHCP Server Tools
[C] DNS Server Tools
[] Fax Server Toals
I [] File Services Tools
Network Policy and Access Services Tools
[ Print and Document Services Tools
I [] Remote Access Management Tools
[ Volume Activation Tools
71 Windows Deployment Services Tools v

| < Previous | | Next > | | Install | | Cancel

10 Choose Network Policy and Access Services and click Next.

& Add Roles and Features Wizard — O e
- . DESTINATION SERVER
Network Policy and Access Services Wint6sheia
Before You Begin Network Policy and Access Services allows you to define and enforce policies for network access,
Installation Type authentication and authorization using Network Policy Server (NPS).

Server Sglaction Things to note:

Server Roles
* You can deploy NPS as a Remote Authentication Dial-In User Service (RADIUS) server and proxy.

Features After installing NPS using this wizard, you can configure NPS from the NPAS home page using the
NPS console.

Confirmation

< Previous | | Next > | | Install | | Cancel

11 Choose Confirmation and click Install.
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& Add Roles and Features Wizard — O e

DESTINATIOM SERVER

Confirm installation selections e

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [ Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, click Previous to clear
=
TN (= their check boxes.

Features

MNetwork Palicy and Access Services

Network Policy and Acces...

Remote Server Administration Tools
Role Administration Toals
MNetwork Palicy and Access Services Tools

Export configuration settings
Specify an alternate source path

| < Previous | | Next > | | Install | | Cancel

12 Choose Results and click Close when the installation is complete.

- O X

K= Add Roles and Features Wizard

DESTINATIOM SERVER

Installation progress Wint6sheia

View installation progress

o Feature installation

Installation succeeded on Win165heila.

Network Policy and Access Services
Remote Server Administration Tools
Role Administration Tools
Network Policy and Access Services Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next > | | Close | | Cancel

Integration Guide: Secure Mobile Access 1000 and RADIUS 8



Installing Network Policy Server

1 Onthe top right of the Server Manager console, go to Tools > Network Policy Server.

- | F1 Manage Tools View

Component Services

Computer Management

Defragment and Optimize Drives TASKS ¥
Disk Cleanup .

(v
Event Viewer -
iSCSI Initiator

Local Security Policy

- Microsoft Azure Services _
Network Policy Server

QODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Resource Monitor

Services
System Configuration
System Information

Task Scheduler LES o

Windows Firewall with Advanced Security

Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup

2 Onthe Network Policy Server dialog that displays, right-click NPS (Local) at the top of the left panel to
configure it as a RADIUS server.

3 Select Register server in Active Directory from the drop-down list.

€ Network Policy Server - O *
File Action View Help
=@ E
e. MPE 1 mealt
> Import Configuration
> I_EJ Export Configuration
L~ . 2y Server (NPS) allows you to create and enforce organization-wide network access policies for
3y ! Start NPS Service :quest authentication, and connection request authorization.
Stop MPS Service
Register server in Active Directory
guration -
Properties
on scenario from the list and then click the link below to open the scenario wizard.
View ¥
Help Dial-Up or VPN Connections w |
RADIUS server for Dial-Up or VPN Connections
When you corfigure NP5 as a RADIUS server for Dial-Up or VPN connections, you create network policies that
allow MPS to autherticate and authorize connections from Dial-Up or VPN network access servers (also called
RADIUS clients).
n Configure VPN or Dial-Up n Leam more
Advanced Configuration -
Templates Configuration -
£ >

Register server in Active Directory
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4 Click OK to confirm the registration of the server in Active Directory and authorize your computer to
read users’ dial-in properties from the sma.local domain.

MNetwork Policy Server *

To enable NP5 to authenticate users in the Active Directory, the computers
running NP5 must be authorized to read users' dial-in properties from the
domain.

Do you wish to authorize this computer to read users' dial-in properties from the
sma.local domain?

[ ok ] coance |

5 Click OK again to register your computer to be a member of the RAS/NPS Servers Group in that domain.

MNetwork Policy Server *

This computer is now authorized to read users' dial-in properties from domain
sma.local.

To authorize this computer to read users' dial-in properties from other domains,

you must register this computer to be a member of the RAS/NPS Servers Group in
that domain.

Creating a Domain Group and RADIUS Users

1 Click the RADIUS Clients and Servers section, select RADIUS Clients, and choose New from the drop-
down list.

% Metwork Policy Server
File Action View Help
= | 2@ H

€ NP5 (Local)
~ [ | RADIUS Clients and Servers|

RADIUS Clients
3 RADIUS Clients =M RADIUS clierts allow yg

ﬁ Remote RADIU New

v I_EJ Policies Export List
] Connection Re IP Address
[ Network Polici View >

'_-‘.; Accounting

. Refresh
» Wl Templates Manag:

Help

2 Inthe New RADIUS Client dialog, do the following under the Settings tab:

e Select Enable this RADIUS Client.

e Enter the Friendly Name, for example, app214.

e Enter the IP or DNS Address in the text field provided.
e Select Manual to manually type a Shared secret.

e Confirm the shared secret in the text field provided.

e Click OK.
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MNew RADIUS Client X

Seftings  Advanced
[+ Enable this RADIUS client

Select an existing template:

Name and Address
Friendly name:
|app214 |

Address (IP or DNS):
[17224.15.214 || Very.. |

Shared Secret
Select an existing Shared Secrets I

| None ~ |

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must corfigure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

(® Manual O Generate

Shared secret:

| LI LT |
Confirm shared secret:

[ ok ]| canca |

3 Expand the Network Policies section and select New.

File Action View Help

€ Network Policy Server - O *

== 7@ HE

@ MPS (Local) Network Policies

~ [ | RADIUS Clients and Servers|
i RADIUS Clients — [ Network policies allow you to designate who is authorized to connect to the network and the circumstances
ﬁ R te RADIUS S — | under which they can or cannot connect.
emote erver

v ‘J’__EJ Policies
[7] Connection Request Po | Palicy Name Status  Processing Order  Access Type 5
= Metwork Pol = = 3to Microsoft Routing and Remote Access server Enabled 559558 Deny Access U
% Accounting L= s to other access servers Enabled 599939 Deny Access U

~ Wl Termnplates Manz Export List
‘J’__EJ Shared 5ecre

i >
3 RaDUsClier
i Remote RAD Refresh
=] 1P Filters
Help

Conditions - If the following conditions are met:

Condition Walue

4 Inthe New Network Policy dialog, do the following:
e Specify the Policy name in the text field provided, for example, sma_policy.
e Type of network access server should remain unchanged as Unspecified.

e C(Click Next.
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MNew Metwork Policy *

. l Specify Network Policy Name and Connection Type

You can specify a name for your network policy and the type of connections to which the policy is applied.

Policy name:
|5rna _policy]

Network connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server

type or Vendor specific, but neither is required. K your network access server is an 802.1X authenticating switch or wireless access point,
select Unspecified.

(®) Type of network access server:

| Unspecified w
(O Vendor specific:
10 =

Previous Finish Cancel

Adding a User Group to New Network Policy

1 Inthe Network Policies dialog, select a condition such as Groups.

You need to add conditions under which the RADIUS policy is applied.

Network Policies
MNetwork policies allow you to designate who is sLthorized to connsct to the network and the circumstances
under which thev can or cannot connect.
New Network Policy X
Poiicy N ) .
e Specify Conditions
Comr |
Iidcomn * Specify the conditions that determine whether this natwark policy is evaluated for a connection request. A minimum
of one condition is required.
Select condition X
C
Condition Value Selsct & condiion, and then dlick Add
Groups A
s Windows Groups
- e T ups condition s that the conmecting ussr or compulsr must belong to one o
g
Cond i) MachineGroups
— The Machine Groups condition specifies that the connecting computer must belong to ane of the sslected aroups
Con UserGroups
The User Groups condition spesities that the connscting user must belong to ane of the selected aroups.
Day and time restrictions
T} Dayand Time Restrictions
Day and Time Riestrictions specify the daps and fimes when connection attempts are and are not alowed. These
restiictions are based on the time zore where the NP5 server is located
Connection Propstties
Condtion description 2 hd
Settin T 1 IR
= SR
Seti
] [ [

2 Select Windows Groups as a condition to specify that the connecting user must belong to one of the
selected groups.

3 Click Add.
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der which thev can or cannot connect.

Network policies allow you to designate who is authorized to connect to the network and the circumstances

Policy N
Igdcom
Igdcom

New Network Policy X
‘ Specify Conditions
* Specify the canditions that determine whether this network palid Select condition x
” of one condition is required.
Select a condtion, and then click Add
~
- Groups
Condition Value @ The Windows Groups condition specifies that the connecting user or computer must belang ta one of the selectsd
groups.
Machine Groups
L) The Machine Groups condiion specifies that the comnecting computer must belong to one of the selected aroups
User Groups
Diay and time restrictions =
y . lity
(T) Day and Time Restrictions
Diap and Time Restiictions specity the daps and times when connection attempts are and are not allowed. These
reshictions are based on the time zone whers the NPS server is located
Connection Properties v
[ "
Condition description:
8/1

. ree

Next Finish Cancel

4 Select Group as the Object Type, sma.local as the Location, and enter the object name in the text field.

For example, radius_users.

5 Click Add.

gllE |

|| undar mbich thev can ce cannt conect
Pobey M )
el core! Spedly Conditions
Corey * Saecly t2 e that [
f ame conditian s reawired.

Select Group ®
‘Specy the rous nembrshe eaunsd e matdl
Selact the thysct s
Groups G Obsmet Types
Froem thes kncatsen.
smalocal Lozanens
Bt the cbiect s b2 eslect {mumpien)
s ssveny| Chack Hames
Dy and Time My
Dy ored Troa Re -
imetictere: s b,
o ]| oen
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6 Select Access granted and click Next.

Network Policies

[ Metwork policies allow you to designate who is authorized to connect to the network and the circumstances

under which they can or cannot connect

MNew Metwork Policy *

Policy N

Hcond | l Specify Access Permission

;ﬁ&mr Configure whether you want to grant network access or deny network access if the connection request matches this
policy.

(®) Access granted
Grant access if client connection attempts match the conditions of this policy.

(O Access denied
- Deny access if client connection attempts match the conditions of this policy.

Condil [] Access is determined by User Dial-in properties (which overide NPS policy)
— Grant or deny access according to user dialin properties if client connection attempts match the conditions of this policy.

1]

Setti

| Previous || Next I Finish Cancel

7 Configure one or more authentication methods required for the connection request to match the policy.
For EAP authentication you must configure an EAP type.

8 Click Add.
Network Policies
Metwork policies allow you to designate who is authorized to connect to the network and the circumstances
under which thev can aor cannot connect
MNew Metwork Policy *
Policy N . .
IHcom | Configure Authentication Methods
;ﬁ&mr * Configure one or more authentication methods required for the connection request to match this policy. For EAP
authentication, you must configure an EAP type.
EAP types are negotiated between NPS and the client in the order in which they are listed.
EAP Types:
Move Up
- Move Down
Condi
Con
Edit... Remove
l A b
Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
User can change password after it has expired
Microsoft Encrypted Authentication (MS-CHAP)
User can change password after it has expired
Encrypted authentication (CHAP)
[] Unencrypted authertication (PAP, SPAF)
Settin [] Allow clients to connect without negotiating an authentication method.
Setti
Previous | | Next Finish Cancel
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9 Configure the constraints for the network policy for Idle Timeout and specify the maximum time in

minutes that the server can remain idle before the connection is disconnected.

Check the Disconnect after the maximum idle time box.

Select the amount of time from the drop-down list.

Click Next.

Network Policies

g

Metwork policies allow you to designate who is authorized to connect to the network and the circumstances
under which thev can aor cannot connect

Policy N

;ﬁ&mr
;ﬁ&mr

Mew Metwork Policy

: Configure Constraints
* Constraints are additional parameters of the network policy that are required to match the connection request. If a

constraint is not matched by the connection request, NPS automatically rejects the request. Constraints are optional;
if you do not want to configure constraints, dick Next.

Configure the constraints for this network policy.
If all constraints are not matched by the connection request, network access is denied.

C ints:

Constraints

i, Session Timeout
[I=] Called Station ID

restrictions

f_.:"‘“ MAS Port Type

Specify the madmum time in minutes that the server can remain idle before the connection
is disconnected

[[] Disconnect after the maximum idle time

1 s

| Previous |[ Net || Fish Cancel

10 Configure settings, such as RADIUS Attributes, for the connection request for the network policy.

Network Pol

Metwork policies allow you to designate who is authorized to connect to the network and the circumstances
under which thev can aor cannot connect

g

Policy N

;ﬁ&mr
;ﬁ&mr

Settin

Setti

Mew Metwork Policy

: Configure Settings
* MNPS applies settings to the connection request if all of the network policy conditions and constraints for the policy an

matched.

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

RADIUS Attributes

Wendor 5pecific

Routing and Remote
Access

“g Multilink. and
Bandwidth Allocation
Frotocal [BAP)

T P Fiters
5 Encryption
,‘g IP Settings

To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and
then click Edit. f you do not configure an attribute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

Attributes:
Name Walue
Framed-Protocol FPP
Service-Type Framed

Edit_ Remove

Previous | [ Next Finish Cancel
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11 Complete the New Network Policy by checking the Policy conditions and Policy settings in the window
that displays and click Finish.

Network Policies

¢ Network policies allow you to designate who is authorized to connect to the network and the circumstances
under which thev can aor cannot connect

MNew Metwork Policy *
Policy N . .
IHcom | Completing New Network Policy
g ully
You have successfully created the following network policy:
sma_policy
Policy conditions:
- Condition Walue
iUser Groups  SMA'radius_users
Condi
Con
Policy settings:
Condition Walue
Authentication Method Encryption authentication (CHAP) OR MS-CHAP v1 OR MS-CHAP v1 (User can change password....
Access Pemmission Grant Access
Framed-Protocol FPP
e Service-Type Framed
lgnore User Dial-ln Properties  False
Settin
Setti To close this wizard, click Finish.
Previous Next Cancel

Testing the Client Connectivity Using SSL
Client

Test the secure connection between the client browser and the SMA:

1 Launch your client web browser, for example from Windows 10 Enterprise, and connect to the SMA IP
Address.

SOMICWALL vl omee

Weelcome to the SonicWALL Virtual Office

The SoncWALL Yirtual Office provides easy and secere remote access
0 'OuT COrorate netwOr from amywhere on the Internet.

2 Enter the Username, Password, and Domain in the text fields provided.
3 Click LOGIN.
You are authenticated with the Domain LOGIN.
4 Access your WorkPlace virtual office and click a resource from the list below.

The options you see depend on your SMA appliance.
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