
INTEGRATION GUIDE

Overview 
This document serves as a guide for field engineering, customers and channel 
partners seeking to integrate ClearPass Policy Manager with SonicWall. The 
integration enables customers to utilize ClearPass identity tracking features 
for both known enterprise users from Active Directory and LDAP servers and 
unknown guest/public users in Guest and Hotspot networks. This integration 
enhances network security and management by leveraging ClearPass capabilities 
for user identification and access control.

Why Integrate with Aruba ClearPass? 
SonicWall next-generation firewalls (NGFWs) offer context-based security for all 
users for safe enablement of internet access. Integrating with Aruba ClearPass 
offers several benefits for organizations looking to enhance network security and 
manage access effectively.

ClearPass helps enforce security policies by ensuring that only authorized 
devices and users can access the network. It provides visibility into devices 
connected to the network, allowing organizations to detect and respond to 
potential security threats.

Integrating with Aruba ClearPass allows organizations to define and enforce 
access policies based on user roles, device types and other contextual 
factors. Policies can be dynamically applied and adjusted based on changing 
conditions, ensuring that security measures are always aligned with the current 
network environment.

Aruba ClearPass can profile devices connecting to the network, identifying 
their type, operating system and other attributes. Posture assessment ensures 
that devices meet predefined security standards before being granted access, 
reducing the risk of compromised or non-compliant devices.

SonicWall and Aruba ClearPass Integration Overview 
Aruba ClearPass provides total visibility of connected and connecting users as 
well as devices in wired and wireless multi-vendor environments.

SonicWall’s NGFWs provide Restful Threat API which integrates with Aruba 
ClearPass as network access control (NAC). ClearPass can pass the security 
context vectors to SonicWall NGFWs using the Restful Threat API which includes 
Source IP, Source MAC, User ID, User Role, Domain, Device Category, Device 
Family, Device Name, OS Type, Hostname and Health Posture. This will enforce 
real-time rules based on Device Type, OS and device health posture at every 
point of control. When an alert is generated on a client machine, it can be shared 
with the SonicWall NGFW using ClearPass, which would trigger a range of 
predetermined, policy-based actions, from quarantine to blocking. This seamless, 
automated enforcement can help prevent one compromised machine from 
becoming a thousand.
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Software Requirements 
The minimum software version required on the ClearPass policy Manager is CPPM 6.10.

The minimum SonicOS version on the SonicWall Firewall is SonicOS 7.1.1, released December 2023.

ClearPass Configuration 
Configuring ClearPass Policy Manager for SonicWall integration is a simple, straightforward process. Step-by-step instructions are outlined in the following sections. The 
configuration has been separated into several sections.

Create a user named “Jack” to act as a test user in the CPPM portal.

http://www.sonicwall.com
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Configuration > Identity > Local Users

It should appear as follows:

http://www.sonicwall.com
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Now, we are logged into ClearPass as a guest user. First, we will create an API Client in ClearPass. The Administration > API Services > API Clients page is displayed on 
the screen. Click Create Client on the top-right corner of the screen.

http://www.sonicwall.com
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The Create API Client page displays.

A sample Client ID and Description have been entered. We will retain the original selection ClearPass REST API option for the Operating Mode. Next, click the option 
Operator Profile.

http://www.sonicwall.com
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All the existing profiles are listed. In this example, we will select a profile that has the highest authority. In the drop-down list, click Super Administrator.

http://www.sonicwall.com
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Next, click the option Grant Type. 

To enable connection between the SonicWall NGFW and ClearPass, select Username and password credentials from the list.

http://www.sonicwall.com
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In the Public Client area, select the check box for the option This client is a public (trusted) client. 

Next, you can update the Access Token Lifetime and Refresh Token Lifetime according to your organization’s requirements. 

http://www.sonicwall.com
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Sample selections have been made for the context of this example. To submit the API Client settings, click the button Create API Client.

The API Client for the SonicWall NGFW has been successfully created. Note that a user with the Super Administrator profile is required to enable communication between 
the NGFW and ClearPass.

http://www.sonicwall.com
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Configuring the SonicWall NGFW 
SonicOS provides Restful Threat API which supports Aruba ClearPass as NAC to integrate with SonicWall NGFWs. ClearPass can pass security context vectors including 
Source-IP, Source-MAC, User-ID, User-Role, Domain, Device-Category, Device-Family, Device-Name, OS-Type, Hostname and Health-Posture to SonicWall NGFWs to 
build policies for mitigation actions.

Enabling NAC on the NGFW 
Login to the Firewall, browse to Device > Network Access Control > Settings.

http://www.sonicwall.com
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Generate a JSON Token on the NGFW and apply this token into Aruba ClearPass Policy Manager (CPPM).

Navigate to the JSON Web Token and Click on Generate JWT.

Copy the token. 

http://www.sonicwall.com
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Apply this token into Aruba CPPM:

Navigate to Administration > Dictionaries > Context Server Actions, edit and replace the token with the newly generated one here.

Creating Local Users on CPPM 
Navigate to Configuration > Identity > Local Users, create a Super Administrator with the username “xxx” and password “xxx” for SonicWall, example below:

http://www.sonicwall.com
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Creating Profiles on CPPM
Navigate to Configuration > Enforcement > Profiles and add an Enforcement Profile as shown below:

http://www.sonicwall.com
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Creating Policies on CPPM
Navigate to Configuration > Enforcement > Policies, add Enforcement Policies as shown below:

http://www.sonicwall.com
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Now, let’s add the ClearPass Server in the SonicWall NGFW. The ClearPass Servers tab of Device > Network Access Control > Settings page is displayed on the screen. 
On the page, click Add in the top-right corner of the screen.

http://www.sonicwall.com


16     |     SonicWall and Aruba Integration Guide

The various fields have been filled out for the purpose of this example. In the Server Name or IP address area, we entered the ClearPass Policy Manager IP address. In 
this example, the Server Port will be the default port 443. The Client ID is the one that was created in ClearPass. The Username and Password we configured for the 
Client ID have been entered in their respective fields. Click Close.

http://www.sonicwall.com
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Notice on the screen that the ClearPass Server has been successfully added.

http://www.sonicwall.com
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SonicOS will automatically generate a default ClearPass Access Control Policy and relevant ClearPass Group Objects when ClearPass is enabled in the firewall. 

The Policy > Rules and Policies > Access Rules page is displayed on the screen. The firewall automatically creates a ClearPass Deny Policy for the traffic from the 
endpoint in Threat_Default_SrcIP_Group. This indicates that the Aruba wireless client traffic will be blocked if the rule is matched. 

Note that the default ClearPass policy is editable. You can also customize a new ClearPass policy according to your organizational requirements.

http://www.sonicwall.com
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The Address Groups tab of Object > Match Objects > Addresses will have the default objects that have been automatically created when ClearPass is 
enabled in the NGFW.

http://www.sonicwall.com
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There are 14 ClearPass Group Objects which are created. These groups are categorized into six postures that ClearPass defines for an endpoint. These are Healthy, 
Checkup, Transient, Quarantine, Infected and Unknown. When the client device is connected and posted to the firewall, the MAC and IP addresses of the device will be 
updated into the relevant objects based on its posture.

•	 Healthy - Client is compliant. There are no restrictions on network access.

•	 Checkup - Client is compliant, but there is an update available. This can be used to proactively remediate to a healthy state.

•	 Transient - Client evaluation is in progress. This is typically associated with auditing a client. The network access granted is interim.

•	 Quarantine - Client is out of compliance. Restrict network access so the client only has access to the remediation servers.

•	 Infected - Client is infected and is a threat to other systems in the network. Network access should be denied or severely restricted.

•	 Unknown - The posture token of the client is unknown.

http://www.sonicwall.com
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Conclusion 
Aruba ClearPass in conjunction with SonicWall can provide administrators with full context and visibility about the users and devices on the network to deliver end-to-end 
safe application enablement.

https://www.sonicwall.com/

